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Mr. William F. Canton
Actina Secretary
Federal Communications Commission

1919 M Street NW I
Washington, D.C. 20554

RE: CC Docket 93-292---Dear Mr. Canton:

It was with areal interest I read the recent FCC NoUc:c of PropoIed Rulemaking concerning Toll
Fraud. As a telecommunicatioel professional who is reepoNibJe for my company's
communications systems, I am IIlC:OUIaPd by the pRlPOIed ruJema"llJ because even though I
have taken each and every protective step recormnencled by the !XC's and CPE vendors to secure
my systems, I can still experience toll fraud. It is impossible to secure my system 100% from
fraud.

PBX owners should not be respoa.lible for lOCH' of the tell fraud if we don't control 100% of
our destiny. Since our destiny is not only COIltI01kld by our PBX security precautions, but also
by the information, services and equipment provided !XCs, LEes and CPEs, the law should
reflect that. It is preposterous to think that the !XCI, LEes and CPEs who all have a very
important part in this issue, have absolutely no lepl obligations to warn customers and therefore,
no real incentive to stop fraud.

CPEs should be required to provide warnings about the risb of toll fraud with their equipment
and provide recom..ooed.COURtermethods.. nis cridr8d thIt CPEsship equipment without
default passwords which are welllmown wlttWt lhe"h8Cw·community. Passwords should be
created during the installation of the equipment with the cu...... full kaowledgc. CPEs should
be required to include security-reJated hardwate and software in the price of their systems. When
you buy a car, the lock and ley lie provided ill the design and price of the car. Not an adjunct
that you have to purchase later.

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect and Sprint Guard
have broken new ground in relation to preventina toll fraud, they still don't do enough. Some of
these services are too expensive for smaller companies and the educational information is
superficial. Monitoring by the IXCs should be a part of the basic interexchange service
offerings, as all companies, large and small, are vulnerable to toll fraud. If the IXCs were
monitoring 111 traffic, there wouldn't be any cases of toll fraud for periods longer than a day.
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As hackers begin new methods of breaking in to systems by using local lines instead of 800
numbers, tIlel1.BCs sMuld be required to offer monitoring services similar to the IXCs.

I appJa~_pro~·outliDed ill the NPRM on shared liability. They are fair and equitable.
Shand liability will require clear definitions of the specific responsibilities of the CPE owner to
secure their equipment, the martufacturer to adequately warn the customer of the of the toll fraud
risks associated with features of the CPE, and the IXC. and LEes to offer detection and
prevention proarams and educational services. If toll fraud occurs and one of the parties should
fail to meet these responsibilities and prove to be neaJilent, then they should bear the cost of the
fraud. I do not believe any damaaes should be awarded to the aarleved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should be
shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud and not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our communication
systems. I do not believe it wilen the hackers state they only 'hack' to gain knowledge. If this
were the case, there wouldn't be • toll fraud problem. While it is the hacker who breaks in to
the systems and sells the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to lrow beyond the SS billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem.
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It was widlpeal interest I ... tile recent FCC Notice of PropoIed RWemakinI concerning Toll
Fraud. As a tdecomlllUDicatio8l~ who is i .......... for my company's
commuaications sys&ems, I ..~ by die ,...,•••• naJemakiftl beeaufe even thouth I
have taken each and every proteetlve *' JeCOIft.....ded '" the IiXC's and CPS WIldon to secure
my systems, I can still experience toll fraud. It is impogibJe to secure my system 100% from
fraud.

PBX ownerssboul4,notbe I ....... for 100;". die toIlfraUIII if wedoll'lcoatrollOO" of
our destiny. Since QU{..-, is ..GIlly OOIltIGIIIcI-bJ..PBXIeCUrity precautions, but also
by the information, services and equipment provided IXCs, LEes'and CPEs, the law should
reflect that. It is preposterous to dUnk that the 1XCt, LlCs ... CPEs who all have a very
important part in this issue, have absolutely no lepl obliptions to warn customers and therefore,
no real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their equipment
and provide recommended counter methods. It is critical that CPEs ship equipment without
default passwor(ls which are welllmoWD withili the I.\\adra community. Passwords should be
created during the installation of the equipment with the customers full knowledge. CPEs should
be required to include security-related hardware and software in the price of their systems. When
you buy a car, the lock and key are provided in the design and price of the car. Not an adjunct
that you have to purchase later.

While the programs offered by IXCs, such u MCI Ddect, AT&T NetProtect and Sprint Guard
have broken new ground in re1atioD to preventina toll fraud, they still don't do enough. Some of
these $eI'Vice$~ too expensi~ for smaller comp.ues and· the -educational information is
superficial. Monitoring by the IXCs should be a part of the basic interexchange service
offerings, u all companies, Iarae and small, are V8lnerable to toll fraud. If the IXCs were
monitoring all traffic, there wouldn't be any cases of toll fraud for periods longer than a day.
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M,'••tIn beain new .... tf.ltraking in to sylteml by usin& local lines instead of 800
numberS, the LEes should be required to offer monitoring services similar to the IXCs.

I applaud the proviSiOns out1iDed in the NPRM on shared liability. They are fair and equitable.
Shared liability will require clear definitions of the specific responsibilities of the CPE owner to
secure their equipment, the manufacturer to adequately warn the customer of the of the toll fraud
risks associated with features of the CPE, and the IXCs and LEes to offer detection and
prevention pfO&rams and educational services. If toll mud occurs and one of the parties should
fail to meet these responsibilities and prove to be necUFnt, then they should bear the cost of the
fraud. I do not be1ieveany damaaes should be awarded to the aarieYed parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should be
shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud and not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, 10 do the opportunities for .... to compromise our communication
systems. I do not~ it the·hacken state they .., ....' to pin knowledge. If this
were the case, there woulcIIl't" a toll fraud PJdJIem. W1IBe it is dle hacker who breaks in to
the systems and sells the iDfonnadon, it is the call ... eperations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to arow beyond the S5 billion problem it is today. We must
develop 1eIisiatiOll that cl-.ty .,.... .. pftMdias dIiI ctlainal activity and gives law
enforcement the tools it needs to~ andprOleCUte 1heperpetrators of toll fraud.

Toll fraud is an illepl, frauduleftt theft of service. I am encouraged that if we all work together
we can make a positive implCt OIl this terrible problem.

Sincerely,

Lee Kosina
Communications Supervisor
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Mr. William F. Canton
Actin. Secretary
Federal Communications C:OIJJfD1Ss·on.
1919 M Street NW
Washington, D.C. 20SS4

RE: CC Docket 93-292

Dear Mr. Canton:

It was with great interest' I read the teeent FCC Notice of Proposed Rulemaldng concerning Toll
Fraud. As a telecommunicatiou professional who ill1lIpODIiblc for my company's
communications systems, I am eDCOUrapd by the ,...... ruJemtkina because even thou,h I
have taken each and every proIIeCdve step teCOIDlNDded by the IXC's and CPE vendors to secure
my systems, I can still experience ton fraud. It is impouible to secure my system 10096 from
fraud.

PBX owners should I1Qt be r.,.tible' for 100. of the toll fraud if,we don't control 10096 of
our destiny. Since our destiny II aot only COfttrOUecI bJ our PBX security precautions, but also
by the information, services and equipment provided IXCt, LEes and CPEs, the law should
reflect that. It is preposterous to tbin.k that the IXCs, LEes and CPBs who all have a very
important part in this issue, have absolutely no legal obliptions to warn customers and therefore,
no real incentive to stop fraud.

CPEs should be required to provide warnings about the rilb of toll fraud with their equipment
and provide recommended counter methods. It is critical that CPEs ship equipment without
default passwords whieh are well kDO'fJD within the hacker communi~J. ~ords should be
created during the installation of the equipment with the customers full knowledge. CPEs should
be required to include security-rtJated hardware and IOftware in the price of their systems. When
you buy a eat, the lock and key are provided in the design and price of the eat. Not an adjunct
that you have to purchase later. '

While the programs offered by IXCs, such as MCI Detect, AT&T NetProteet and Sprint Guard
have broken new ground in rdatioa to preventinl toll fraud, they still don't do enough. Some of
these services are too expensive lor smaller companies aDd the educational information is
su~cial'. Monitoring by the IXCI should be a put of the basic interexchange service
offeriilgs, as all companies, la1p IIld small, are vu1nenb1e to toll fraud. If the IXCs were
monitoring all traffic, there wouldn't be any cases of toll fraud for periods longer than a day.
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AI bICkers be&in now methods oIlnUin1 ill to 1)'__ by usin& local lines instead of 800
numbers, the LEe. should be ftIqUired to offer monitorinIleI'Vices similar to the !XCs.

I applaud the provisions outlined ill 'tbeNPRM OIl shared liability. They are fair and equitabl~
Shared liability will require clear definitions of the .,.Ie JeIPOIlsibilities of the CPE owner to
secure their equipment, the maau1lcturer to adequately warn the customer of the of the toll fraud
risks associated with features of ,the CPB, and the !XC. and LEes to offer detection and
prevention propams and educatioaaJ services. If toll fraud occurs and one of the parties should
fail to meet these responsibilities and prove to be IleJliIcot, then they should bear the cost of the
fraud. I do not believe any damaps should be awarded to the agrieved.parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occun, then liability should be
shared equally.

However, shared liability only addreues the symptom of the problem of toll fraud and not the
cause.

The root of this insidious crime of toll fraud is the bicker community. As the information
bilhway widens, so do tile opportunities for blCbn to compromise our communication
systems. I do not belieYe it the bacten state they only 'hack' to pin knowledle. If this
were the case, there wouldn't be a toll fraud problem. While it is the backer who breaks in to
the systems and sells the itlformation, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enfon:ement to catch and prosecute these
criminals, toll fraud will conda. to pow beyond the SS billion problem it is today. We must
develop lepslation that dearly deftnes and penau_ this criminal aetlvity and lives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem.

Sincerely,
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January 10, 1993

Mr. William F. Canton
Acting Secretary
Federal Communications COl}imission
1919 M Street NW /
Washington, D.C. 20554/

RE: CC Docket 93-29(

Dear Mr. Canton:

biils

Turner Place, P,O, Box 365

Piscataway

NJ 08855-0365

Tel: (908) 981-5000

Telex ITT: 4754188

It was with great interest I read the recent FCC Notice of Proposed Rulemaking concerning Toll
Fraud. As a telecommunications professional who is responsible for my company's
communications systems, I am encouraged by the proposed rulemaking because even though I
have taken each and every protective step recommended by the IXC's and CPE vendors to secure
my systems, I can still experience toll fraud. It is impossible to secure my system 100% from
fraud.

PBX owners should not be responsible for 100% of the toll fraud if we don't control 100% of
our destiny. Since our destiny is not only controlled by our PBX security precautions, but also
by the information, services and equipment provided IXCs, LECs and CPEs, the law should
reflect that. It is preposterous to think that the IXCs, LECs and CPEs who all have a very
important part in this issue, have absolutely no legal obligations to warn customers and therefore,
no real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their equipment
and provide recommended counter methods. It is critical that CPEs ship equipment without
default passwords whIch are well known within the hacker community. Passwords should be
created during the installation of the equipment with the customers full knowledge. CPEs should
be required to include security-related hardware and software in the price of their systems. When
you buy a car, the lock and key are provided in the design and price of the car. Not an adjunct
that you have to purchase later.

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect and Sprint Guard
have broken new ground in relation to preventing toll fraud, they still don't do enough. Some of
these services are too expensive for smaller companies and the educational information is
superficial. Monitoring by the IXCs should be a part of the basic interexchange service
offerings, as all companies, large and small, are vulnerable to toll fraud. If the IXCs were
monitoring all traffic, there wouldn't be any cases of toll fraud for periods longer than a day.
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As hackers begin new methods of breaking in to systems by using local lines instead of 800
numbers, the LECs should be required to offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and equitable.
Shared liability will require clear definitions of the specific responsibilities of the CPE owner to
secure their equipment, the manufacturer to adequately warn the customer of the of the toll fr-l.lld
risks associated with features of the CPE, and the IXCs and LEes to offer detection and
prevention programs and educational services. If toll fraud occurs and one of the parties should
fail to meet these responsibilities and prove to be negligent, then they should bear the cost of the
fraud. I do not believe any damages should be awarded to the aggrieved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should be
shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud and not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our communication
systems. I do not believe it when the hackers state they only 'hack' to gain knowledge. If this
were the case, there wouldn't be a toll fraud problem. While it is the hacker who breaks in to
the systems and sells the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the $5 billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem.

Sincerely,
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Mr. William F. Canton
Acting Secretary
Federal Communications Co
1919 M Street NW
Washington, D.C. 20554

RE: CC Docket 93-292--Dear Mr. Canton:
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It was with great interest I read the recent FCC Notice of PropoIcld Rulemaking concerning Toll
Fraud. As a telecommunieatioRsprofessional who is raponsibJe for my company's
communications systems, I am eacouraaed by the propoIed rulemakin.g because even though I
have taken each and every protective step recommended by the IXC's and CPE vendors to secure
'my systems, 1 can still experienee toll fraud. It is imposstb1e"tO secti~, my system 100% from
fraud. ,-

PBX owners should 'not bereapoUibie fot l00~,of thetoli fJ:aud ifwe,don'~ Control' 100% ,of
our destiny. Since ourdestiJly is not only controlled by our PBX security precautions, but also
by the information, services and equipment provided !XCs, LEes and CPEs, the law should
reflect that. It is preposterous to think that the IXCs, LEes and CPEs who all have a very
important part in this issue, have absolutely no legal obligations to warn customers and therefore,
no real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their equipment
, and provide recommended counter methods. It is critical that CPEs ship equipment without

defaull pctSswords which are well known within the hacker community. Passwords should be
created during the installation of the equipment with the customers full knowledge. CPEs should
be required to include security-related hardware and software in the price of their systems. When
you buy a car, the lock and key are provided in the design and price of the car. Not an adjunct
that you have to purchase later.

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect and Sprint Guard
have broken new ground in reJationto preventing ton fraud, they still oon'fdo elK>ugh. Some of
these services are too expensive tor'stnaller c<mlpanies' and the' educational information is
superficial. Monitoring by the IXCs should be a part of the basic interexchange service
offerings, as all companies, large and small, are vulnerable to toll fraud. If the p{Cs,we~e

monitoring'au traffic, there wouldn't be any cases oftoll fraud"for periods longer than ~ day.
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As hackers beain new methods of btakina in to syltellll by usiDa local lines instead of 800
numbers, the LECs should be required to offer monitoriftl services similar to the IXCs.

I applaud the provisions oudiaed ill the NPRM on shared liIItUity. They are fair and·equitable.
Shared liability will require~ definitiOftS of the specific responsibilities of the CPB owner to
IeCUI'e their equipment, the IDIINIIduIer to adequaeeIy warn die customer of the of the toll fraud
risks associated with features of the CPB, and the IXC. IIld LEes to offer detection and
prevention programs and echadoIII1 .-vices. If toll fraud occurs and one of the parties should
tail to meet these responsibilities ... prove to be neglipAt, then they should bear the cost of the
fraud. I do not believe any damqes should be awarded to the agrieved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud pccurs, then liability should be
shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud and not the
cause.

.The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endlea opportunities for hacbrs to compromise our communication
systems. I do not believe it when the hackers state they only 'hack' to gain knowledge. If this
were the case, there wouldn't be a toll fraud problem. While it is the hacker who breaks in to
the systems and sells the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the SS billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem.
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January 10, 1993

Mr. William F. Canton
Acting Secretary
Federal Communications mmission
1919 M Street NW
Washington, D.C. 20554

RE: CC Docket 93-292

Dear Mr. Canton:
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It was with Jfe&l interest I !ad die recent FCC Notice of PropoIed Rulemaking concerning Toll
Fraud. As a telecommunications professional wIlo is RlIIpOOlible for my company's
communications systems, I am eacourapd by the propolld rulemaking because even though I
have taken each and every protective step recommended by the IXC's and CPE vendors to secure
my systems, I can still experience toll fraud. It is impossible to secure my system 100% from
fraud.

PBX owners should not be responsible for 1~ of the toll fraud if we don't control 100% of
our destiny. Since our destiny is not only con.trolled by our PBX security precautions, but also
by the information, services and equipment provided !XCs, LEes and CPEs, the law should
reflect that. It is preposterous to think that the !XCs, LEes and CPEs who all have a very
important part in this issue, have absolutely no legal obligations to warn customers and therefore,
no real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their equipment
and provide recommended counter methods. It is critical that CPEs ship equipment without
default passwords which are welllmown wit.hin the hacker cemmu..lity. passwdrds should be
created during the installation of the equipment with the customen fulllmowledge. CPEs should
be req~ to include security-related hardware and software in the price of their systems. When
you buy a car, the lock and key are provided in the design and price of the car. Not an adjunct
that you have to purcha.te later.

While the programs offered by IXCs, such as MCI Detect, AT"T NetProtect and Sprint Guard
have broken new ground in reJadop to preventina toll fraud, they still don't do enough. Some of
these services are too expensive for smaller companies and the educational information is
superficial. Monitoring by the IXCs should be a pIIrt of the basic interexchange service
offerings, as all companies, large and small, are vulnerable to toll fraud. If the IXCs were
monitoring ill traffic, there wouldn't be' any cases of toll fraud for periods longer than a day.
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As hacbtt~~w~ethods of breaking in to systems by using local lines instead of 800
numbers, the tEes ShOttld be required to offer monitoring services similar to the IXCs.

I appJamMWe~s outlined in the NPRM on shared liability. They are fair and equitable.
Shared liability will require clear definitions of the specific responsibilities of the CPE owner to
secur&1the1f1;C1UiJ~, ,the manufacturer to adequately warn the customer of the of the toll fraud
risks associated With features of the CPE, and the IXCs and LEes to offer detection and
prevention programs and educational services. If toll fraud occurs and one of the parties should
fail to meet these responsibilities and prove to be nealiamt, then they should bear the rost of the
fraud. I do not believe any damqes should be awarded to the qarieved parties. Shou14 all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should be
shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud and not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the inform~tion

highway widens, so do the ...... opportunitieafor hacken to compromise our communication
systems. I do not believe it wheft the Mckera state they OII1y 'hack' to gain knowledge. If this
were the case, there wouldn't be a toll fraud problem. While it is the hacker who breaks in to
the systems and sells the infonnatiOll, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the $5 billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, f'rauduldt theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem.
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January 10, 1993

Mr. William F. Canton
Acting Secretary
Federal Communications Co .ssion
1919 M Street NW
Washington, D.C. 20554

RE: CC Docket 93-292

Dear Mr. Canton:
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It was with great interest I read die recent FCC Notice of Proposed Rulemaking concerning Toll
Fraud. As a telecommunications professional who is NIpJIlSible for my company's
communications systems, I am encouraged by the pl'OP)8Id rulema1dng because even though I
have taken each and every protective step recomllleftded by the IXC's and CPE vendors to secure
my systems, I can still experience toll fraud. It is impossible to secure my system 100% from
fraud.

PBX owners should not be respoeslble for 100" of the toll fraud if we don't control 100% of
our destiny. Since our destiny is not only controlled by our PBX security precautions, but also
by the information, services and equipment provided !XCs, LEes and CPEs, the law should
reflect that. It is preposterous to think that the IXCs, LEes and CPEs who all have a very
important part in this issue, have absolutely no legal obligations to warn customers and therefore,
no real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their equipment
and provide recommended counter methods. It is critical that CPEs ship equipment without
default passworUi-whicb are well·Dowu within the~tJ8CkeJ. COIAiJlwlity~-Passwonts sbouldbe
created during the installation of tile eqUipment widl the customers f\l1l knowledge. CPEs should
be required to include security-nl!IIated hardware IIld software in the price of their systems. When
you buy a car, the lock and key~ provided in the desip and price of the car. Not an adjunct
that you have to purchase later. -

While the programs offered by IXCs, such as MCI Detect, AT&T NetProteet and Sprint Guard
have broken new ground in relation to preventing toll fraud, they still don't do enough. Some of
these services 'are too expensive for smaller companies ancltbe educational infOrmation is
superficial. Monitoring by the IXCs should be a part of the basicinterexchange service
offerings, as all companies, large and small, are vulnerable to toll fraud. If the IXCs-were
monitoring ill traffic, there wouldn't be any cases of toll fraud for periods'longer than a day.
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As hackers begin new methods of breaking in to systems by using local lines instead of 800
numbers, the LECs should be required to offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and equitable.
Shared liability will require clear definitions of the specific responsibilities of the CPE owner to
secure their equipment, the manufacturer to adequately warn the customer of the of the ton fr~l.1.ld

risks associated with features of the CPE, and the IXCs and LECs to offer detection and
prevention programs and educational services. If toll fraud occurs and one of the parties should
fail to meet these responsibilities and prove to be negligent, then they should bear the rost of the
fraud. I do not believe any damages should be awarded to the aggrieved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should be
shared equally.

However: shared liability only addresses the symptom of the problem of toll fraud ann not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our communication
systems. I do not believe it when the hackers state they only 'hack' to gain knowledge. If this
were the case, there wouldn't be a toll fraud problem. While it is the hacker who breaks in to
the systems and sells the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the $5 billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem.
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It was with great interest I read the recent FCC Notice of Proposed Rulemaking
concerning Toll Fraud. As a telecommunications professional who is responsible for
my company's communications system, I am encouraged by the proposed rulemaking
because even though I have taken each and every protective step recommended by
the IXC's and CPE vendors to secure my systems, I can still experience toll fraud. It is
impossible to secure my system 100% from fraud.

PBX owners should not be responsible for 100% of the toll fraud if we don't control
100% of our destiny. Since our destiny is not only controlled by our PBX security
precaustions, but also by the information, services and equipment provided IXCs, LECs
and CPEs who all have a very important part in this issue, have absolutely no legal
obligations to warn customers and therefore, no real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their
equipment and provide recommended counter methods. It is critical that CPEs ship
equipment without default passwords which are well known within the hacker
community. Passwords should be created during the installation of the equipment with
the customers full knowledge. CPEs should be required to include security-related
hardware and software in the price of their systems. When you buy a car, the lock and
key are provided in the design and price of the car. Not an adjunct that you have to
purchase later.

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect and Spring
Guard have broken new ground in relation to preventing toll fraud, they still don't do
enaugft Some of these services are too expensive for smaller companies and the
educational information is superficial. Monitoring by the IXCs should be a part of the
basic interexchange service offerings, as all companies, large and small, are
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vulnerable to toll fraud. If the IXCs were monitoring m! traffic, there wouldn't be any
cases of toll fraud for periods longer than a day.

As hackers begin new methods of breaking in to systems by using local lines instead of
800 numbers, the LECs should be required to offer monitoring services similar to the
IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and
equitable. Shared liability will require clear definitions of the specific responsibilities of
the CPE owner to secure their equipment, the manufacturer to adequately warn the
customer of the toll fraud risks associated with features of the CPE, and the IXCs and
LECs to offer detection and prevention programs and educational services. If toll fraud
occurs and one of the parties should fail to meet these responsibilities and prove to be
negligent, then they should bear the cost of the fraud. I do not believe any damages
should be awarded to the aggrieved parties Should all parties ahve met the
aforementioned responsibilities, and toll fraud occurs, then liability should be shared
equally.

However, shared liability only addresses the symptom of the problem of toll fraud and
not the cause.

The root of this insidious crime of toll fraud is the hacker community. As the
information highway widens, so do the endless opportunities for hackers to compromise
our communication systems. I do not believe it when the hackers state they only 'hack'
to gain knowledge. If this were the case, there wouldn't be a toll fraud problem. While
it is the hacker who breaks in to the systems and sells the information, it is the call sell
operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute
these criminals, toll fraud will continue to grow beyond the $5 billion problem it is today.
We must develop legislation that clearly defines and penalizes this criminal activity and
gives law enforcement the tools it needs to track and prosecute the perpetrators of toll
fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work
together we can make a positive impact on this terrible problem.

· .,4,....--'7
T. Michael Browning
Assistant Director of Aviation
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I am a telecommunications professional who is responsible for my
company's telecommunication systems and I am painfully aware that
although I may reduce the risk, no matter how many steps I take to secure
my systems, I am still vulnerable to toll fraud. That is why I am so
encouraged by the proposed rule making.

PBX owners should not be responsible for 100% of toll fraud if we are not
controlling 100% of our destiny. This destiny is ultimately controlled by not
only our implementation and proper use of PBX security features but by the
information, equipment and services provided by IXCs, LECs and CPE vendors.
The legal obligations of the IXCs, LECs and CPE vendors should provide the
proper incentive to reduce and eliminate all toll fraud.

Current programs offered by some IXCs (Sprint GuardTH, MCI DetectTH, and
AT&T NetprotectTH ) and insurance companies are too expensive. Monitoring
and proper notification by the IXCs must be a part of the basic interexchange
service offerings. This should eliminate cases 'of toll fraud greater then 24
hours.

LECs must also provide monitoring and proper notification as a part of their
basic service offerings. Local lines are as vulnerable to toll fraud. As the
line between IXC and LEe becomes fuzzier, monitoring and proper
notification by all carriers will be even more applicable.
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CPE vendors need to provide telecommunications security as a cost of doing
business instead of an opportunity to sell additional products and services.
CPE vendors should be required to provide warnings about the risks of toll
fraud, as it specifically relates to their equipment and provide solutions to
reduce the risk of toll fraud. All CPE should be delivered without standard
default passwords, which are well known to the criminal community. All
login IDs, including those used by the vendor, should be disclosed at the time
of purchase and at installation. All customer passwords should changed or
created at installation and the customer should receive written assurance
that all vendor passwords will meet minimum requirements regarding
length, change schedule, and alpha numeric format. CPE vendors should be
encouraged to offer security related hardware and software in the price of
their systems.

The provisions outlined in the NPRM are fair and equitable. Shared liability
will require clearly defining the responsibilities of the;

- CPE owner to secure their equipment
- CPE vendors to warn customers of the specific toll fraud risks

associated with their equipment
- IXCs and LECs to offer detection, notification, prevention, and

education offerings and services

If toll fraud occurs due to the negligence of one or more parties then the
financial loss should be equitably distributed among those negligent parties.
If their is no proven negligence the financial loss should be equitably
distributed among CPE owner, and all CPE vendor(s), LEC(s) and IXC(s)
involved.

Toll Fraud is a financially devastating problem that effects the entire
telecommunications industry including users, vendors and carriers. i am sure.
that if we all work together we can and will make a positive impact on this
problem.

1
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It was with great interest I read the recent FCC Notice of Proposed Rulemaking concerning Toll
Fraud. As a telecommunications professional who is responsible for my company's
communications systems, I am encouraged by the proposed rulemaking because even though I
have taken each and every protective step recommended by the !XCs and CPE vendors to secure
my systems, I can still experience toll fraud. It is impossible to secure my system 100% from
fraud.

PBX owners should not be responsible for 100% of the toll fraud if we don't control 100% of our
destiny. Since our destiny is not only controlled by our PBX security precautions, but also by the
information, services and equipment provided IXCs, LECs and CPEs, the law should reflect that.
It is preposterous to think that the IXCs, LECs and CPEs, who all have a very important part in
this issue, have absolutely no legal obligations to warn customers and therefore, no real incentive
to stop fraud.

ePEs should be required to provide warnings about the risks of toll fraud with their equipment
and provide recommended counter methods. It is critical that CPEs ship equipment without
default passwords which are well known within the hacker community. Passwords should be
created during the installation of the equipment with the customer's full knowledge. CPEs should
be required to include security-related hardware and software in the price of their systems. When
you buy a car, the lock and key are provided in the design and price ofthe car--not an adjunct that
you have to purchase later.

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect and Sprint Guard
have broken new ground in relation to preventing toll fraud, they still don't do enough. Some of
these services are too expensive for smaller companies and the educational information is
superficial. Monitoring by the IXCs should be a part of the basic interexchange service offerings,
as all companies, large and small, are vulnerable to toll fraud. If the IXes were monitoring all
traffic, there wouldn't be any cases ofto11 fraud for periods longer than a day. h .'"
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As hackers begin new methods of breaking in to systems by using local lines instead of 800
numbers, the LECs should be required to offer monitoring services similar to the IXes.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and equitable.
Shared liability will require clear definitions of the specific responsibilities of the CPE owner to
secure their equipment, the manufacturer to adequately warn the customer of the toll fraud risks
associated with features of the CPE, and the IXCs and LECs to offer detection and prevention
programs and educational services. If toll fraud occurs and one of the parties should fail to meet
these responsibilities and prove to be negligent, then they should bear the cost of the fraud. I do
not believe any damages should be awarded to the aggrieved parties. Should all parties have met
the aforementioned responsibilities, and toll fraud occurs, then liability should be shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud and not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our communication
systems. I do not believe it when the hackers state they only 'hack' to gain knowledge. If this
were the case, there wouldn't be a toll fraud problem. While it is the hacker who breaks in to the
systems and sells the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the $5 billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators oftoll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem

Sincerely,

NORTH PACIFIC INSURANCE COMPANY

Richard Barber
Communications Analyst
Member ofNational Definity Users Group, Inc.
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LECs must also provide monitoring and proper notification as a part of their
basic service offerings. Local lines are as vulnerable to toll fraud. As the
line between IXC and LEC becomes fuzzier, monitoring and proper
notification by all carriers will be even more applicable.
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Dear Mr. Canton:

I am a telecommunications professional who is responsible for my
company's telecommunication systems and I am painfully aware that
although I may reduce the risk, no matter how many steps I take to secure
my systems, I am still vulnerable to toll fraud. That is why I am so
encouraged by the proposed rule making.

PBX owners should not be responsible for 100% of toll fraud if we are not
controlling 100% of our destiny. This destiny is ultimately controlled by not
only our implementation and proper use of PBX security features but by the
information, equipment and services provided by IXCs, LECs and CPE vendors.
The legal obligations of the IXCs, LECs and CPE vendors should provide the
proper incentive to reduce and eliminate all toll fraud.

Current programs offered by some IXCs (Sprint Guard™, MCI Detect™, and
AT&T Netprotect™ ) and insurance companies are too expensive. Monitoring
and proper notification by the Ixes must be a part of the basic interexchange
service offerings. This should eliminate cases of toll fraud greater then 24
hours.



CPE vendors need to provide telecommunications security as a cost of doing
business instead of an opportunity to sell additional products and services.
CPE vendors should be required to provide warnings about the risks of toll
fraud, as it specifically relates to their equipment and provide solutions to
reduce the risk of toll fraud. All CPE should be delivered without standard
default passwords, which are well known to the criminal community. All
login IDs, including those used by the vendor, should be disclosed at the time
of purchase and at installation. All customer passwords should changed or
created at installation and the customer should receive written assurance
that all· vendor passwords will meet minimum requirements regarding
length, change schedule, and alpha numeric format. CPE vendors should be
encouraged to offer security related hardware and software in the price of
their systems.

The provisions outlined in the NPRM are fair and equitable. Shared liability
will require clearly defining the responsibilities of the;

- CPE owner to secure their equipment
- CPE vendors to warn customers of the specific toll fraud risks

associated with their equipment
- IXCs and LECs to offer detection, notification, prevention, and

education offerings and services

If toll fraud occurs due to the negligence of one or more parties then the
financial loss should be equitably distributed among those negligent parties.
If their is no proven negligence the financial loss should be equitably
distributed among CPE owner, and all CPE vendor(s), LEC(s)· and IXC(s)
involved.

Toll Fraud is a financially devastating problem that effects the entire
telecommunications industry including users, vendors and carriers. I am sure.
that if we all work together we can and will make a positive impact on this
problem.

Sincerely,
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, am a telecommunications professional who is responsible for my
company's telecommunication systems and' am painfully aware that
although , may reduce the risk, no matter how many steps , take to secure
my systems, , am still vulnerable to toll fraud. That is why I am so
encouraged by the proposed rule making.

PBX owners should not be responsible for 100% of toll fraud if we are not
controlling 100% of our destiny. This destiny is ultimately controlled by not
only our implementation and proper use of PBX security features but by the
information, equipment and services provided by 'XCs, LECs and CPE vendors.
The legal obligations of the IXCs, LECs and CPE vendors should provide the
proper incentive to reduce and eliminate all toll fraud.

Current programs offered by some IXCs (Sprint Guard™, MCI Detect™, and
AT&T NetprotectTH ) and insurance companies are too expensive. Monitoring
and proper notification by the !XCs must be" a part of the basic interexchange
service offerings. This should eliminate cases of toll fraud greater then 24
hours.

LECs must also provide monitoring and proper notification as a part of their
basic service offerings. Local lines are as vulnerable to toll fraud. As the
line between 'XC and LEC becomes fuzzier, monitoring and proper
notification by all carriers will be even more applicable.
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CPE vendors need to provide telecommunications security as a cost of doing
business instead of an opportunity to sell additional products and services.
CPE vendors should be required to provide warnings about the risks of toll
fraud, as it specifically relates to their equipment and provide solutions to
reduce the risk of toll fraud. All CPE should be delivered without standard
default passwords, which are well known to the criminal community. All
login IDs, including those used by the vendor, should be disclosed at the time
of purchase and at installation. All customer passwords should changed or
created at installation and the customer should receive written assurance
that all vendor passwords will meet minimum requirements regarding
length, change schedule, and alpha numeric format. CPE vendors should be
encouraged to offer security related hardware and software in the price of
their systems.

The provisions outlined in the NPRM are fair and equitable. Shared liability
will require clearly defining the responsibilities of the;

- CPE owner to secure their equipment
- CPE vendors to warn customers of the specific toll fraud risks

associated with their equipment
- IXCs and LECs to offer detection, notification, prevention, and

education offerings and services

If toll fraud occurs due to the negligence of one or more parties then the
financial loss should be equitably distributed among those negligent parties.
If their is no proven negligence the financial loss should be equitably
distributed among CPE owner, and all CPE vendor(s), LEC(s) and IXC(s)
involved.

Toll Fraud is a financially devastating problem that effects the entire
telecommunications industry including users, vendors and carriers. I am sure.
that if we all work together we can and will make a positive impact on this
problem.
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Dear Mr. Canton:

I am a telecommunications professional who is responsible for my
company's telecommunication systems and I am painfully aware that
although I may reduce the risk, no matter how many steps I take to secure
my systems, I am still vulnerable to toll fraud. That is why I am so
encouraged by the proposed rule making.

PBX owners should not be responsible for 100% of toll fraud if we are not
controlling 100% of our destiny. This destiny is ultimately controlled by not
only our implementation and proper use of PBX security features but by the
information, equipment and services provided by IXCs, LECs and CPE vendors.
The legal obligations of the IXCs, LECs and CPE vendors should provide the
proper incentive to reduce and eliminate all toll fraud.

Current programs offered by some IXCs (Sprint GuardTH, MCI DetectTH, and
AT&T NetprotectTH ) and insurance companies are too expensive. Monitoring
and proper notification by the IXCs must be a part of the basic interexchange
service offerings. This should eliminate cases of toll fraud greater then 24
hours.

LECs must also provide monitoring and proper notification as a part of their
basic service offerings. Local lines are as vulnerable to toll fraud. As the
line between IXC and LEC becomes fuzzier, monitoring and proper
notification by all carriers will be even more applicable.
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